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Subject: Computer security -- United States. Excerpt: . . . For the federal government, we have reported since
1996 that poor Significant information security is a widespread problem with potentially devastating 14
Weaknesses Persist in consequences. Although agencies have taken steps to redesign and strengthen their
information system security programs, our analyses of Federal Information information security at major
federal agencies have shown that federal Security systems were not being adequately protected from
computer-based threats, even though these systems process, store, and transmit enormous amounts of
sensitive data and are indispensable to many federal agency operations. For the past several years, we have
analyzed audit results for 24 of the largest federal agencies and found that all 24 had significant 15 information
security weaknesses. Further, we have identified information security as a governmentwide high-risk issue in
reports to the Congress 16 since 1997 - most recently in January 2003. As we reported in November 2002, our
analyses of reports issued from October 2001 through October 2002, continued to show significant weaknesses
in federal computer systems that put critical operations and 17 assets at risk. Weaknesses continued to be
reported in each of the 24 18 agencies included in our review, and they covered all six major areas of general
controls - the policies, procedures, and technical controls that apply to all or a large segment of an entitys
information systems and help ensure their proper operation. These six areas are ( 1 ) security program
management, which provides the framework for ensuring that risks are understood and that e@ective controls
are selected and properly implemented; ( 2 ) access controls, which...
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